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C
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g
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h
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te
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ty
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o
d

u
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n
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cu
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T

h
e

 r
a

n
g

e
 o

f o
p

e
ra

ti
o

n
s

d
e

p
e

n
d

e
n
t o

n
 c

o
m

p
u

te
rs

, c
o

m
p

u
te

r 
n

e
tw

o
rk

s
, a

n
d

 th
e

 In
te

rn
e

t
is

 v
a

s
t.

H
e

a
lth

ca
re

, b
a

n
ki

n
g

, g
o

ve
rn

a
n

ce
, s

e
cu

ri
ty

, m
ili

ta
ry

, r
e

se
a

rc
h

, p
o

w
e

r,
 a

g
ri

cu
ltu

re
, a

n
d

 o
th

e
r 

fie
ld

s 
a

re
 

n
o

w
a

d
a

ys
 la

rg
e

ly
 d

e
p

e
n

d
e
n

t o
n

 n
e

tw
o

rk
e
d

s
y
s

te
m

s
.


T

h
e

 h
u

g
e

 im
p

lic
a

tio
n
s 

o
f t

h
e

 f
a

il
u

re
o

f o
n

e
 o

f 
th

e
se

 d
o

m
a

in
s 

d
u

e
 to

 c
o

m
p

u
te

r-
b

a
se

d
 s

e
c

u
ri

ty
la

p
se

s 
 

وه
هف

ة, 
زل

a
re

 u
n

d
e

n
ia

b
le

ها 
ار

نك
ن ا

مك
لاي

. 
T

h
is

 n
e

ce
ss

ita
te

s 
زم

ستل
t ي

h
e

 n
e

e
d

 fo
r 

va
ri

o
u

s 
se

cu
ri

ty
 p

ro
to

co
ls

 fo
r 

co
m

p
u

te
r 

n
e

tw
o

rk
s 

a
n

d
 c

o
m

p
u

te
r-

b
a
se

d
 s

ys
te

m
s.

 


T

yp
ic

a
lly

, 
s

e
c

u
ri

ty
 in

 n
e

tw
o

rk
s

 f
o

c
u

s
e

s
 o

n
p

re
ve

n
ti

n
g

u
n

a
u

th
o

ri
ze

d
 o

r 
fo

rc
e

d
 a

cc
e

ss
 to

 a
 u

se
r’

s 
o

r 
o

rg
a

n
iz

a
tio

n
’s

 s
ys

te
m

 o
r 

sy
st

e
m

s.
 


T

h
e

 c
o

n
c

e
p

t 
o

f 
s

e
c

u
ri

ty
a

p
p

li
e

s
e

ve
n

 to
 c

o
m

p
u

te
rs

 o
r 

sy
st

e
m

s 
th

a
t a

re
 n

o
t 

c
o

n
n

e
c

te
d

to
 a

 n
e

tw
o

rk
 

o
r 

th
e

 In
te

rn
e

t.
 


T

h
e

 m
a

in
 a

s
p

e
c

ts
o

f 
s

e
c

u
ri

n
g

 a
 s

y
s

te
m

 a
re

se
cu

ri
ty

ن 
ما

الا
, p

ri
va

cy
ة 

صي
صو

لخ
 ,ا

a
n

d
 a

u
th

e
n

tic
ity

ة 
اقي

صد
لم

.ا


T

h
e

 s
e

c
u

ri
ty

 o
p

e
ra

ti
o

n
s

in
 c

o
m

p
u

te
rs

 e
n

ca
p

su
la

te
من

ض
تت

th
e

 p
ro

te
c

ti
o

n
 o

f 
h

a
rd

w
a

re
, s

o
ft
w

a
re

, 
d

a
ta

, a
n

d
 id

e
n

tit
y.
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ct
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n
 to
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T

h
e

 v
a

ri
o

u
s 

fo
rm

s 
o

f 
n

e
tw

o
rk

 a
tt

a
c

k
s

a
re

 c
la

s
s

if
ie

d
 in

to
tw

o
 b

ro
a

d
 c

a
te

g
o

ri
e

s
:

1
.

G
e

n
e

ra
l c

yb
e

r 
th

re
a

ts
:

A
tt

a
ck

s 
su

ch
 a

s 
a

u
th

e
n

tic
a

tio
n

 v
io

la
tio

n
s 

قة
اد

ص
لم

ت ا
كا

ها
انت

, 
n

o
n

-r
e

p
u

d
ia

tio
n

ر 
كا

لإن
م ا

عد
, 

T
ro

ja
n

 h
o

rs
e

s,
 v

ir
u

se
s,

 fr
a

u
d

ل 
تيا

لاح
 ,ا

sa
b

o
ta

g
e

ب 
ري

تخ
,ال

 d
e

n
ia

l o
f 
se

rv
ic

e
ة 

دم
لخ

ض ا
رف

, 
a

n
d

 e
ve

n
 n

a
tu

ra
l d

is
a

st
e

rs
ة 

عي
طبي

 ال
ث

ار
كو

ال
a

re
 c

a
te

g
o

ri
ze

d
 a

s 
g

e
n

e
ra

l c
yb

e
r 

th
re

a
ts

. 

2
.

T
h

re
a

ts
 t
o

 w
e

b
 d

a
ta

b
a

se
s:

 
A

tt
a

ck
s 

su
ch

 a
s 

a
cc

e
ss

 c
o

n
tr

o
l v

io
la

tio
n

s 
ل 

صو
لو

ي ا
م ف

حك
الت

ت 
كا

ها
انت
, i

n
te

g
ri

ty
vi

o
la

tio
n

s 
  
 

,
مة

لا
لس

ا
هة

زا
الن

ت 
كا

ها
انت
, c

o
n

fi
d

e
n

ti
a

li
ty

vi
o

la
tio

n
s 

ت 
كا

ها
انت

ية
سر

ال
, p

ri
va

c
y

vi
o

la
tio

n
s 

ية
ص

صو
لخ

ت ا
كا

ها
انت
, 

a
u

th
e

n
ti

c
it

y
vi

o
la

tio
n

s 
ت 

كا
ها

انت
ية

وق
وث

لم
ا

, 
a

n
d

 i
d

e
n

ti
ty

th
e

ft
s 

a
re

 c
a

te
g

o
ri

ze
d

 a
s 

th
re

a
ts

 t
o

 
w

e
b

 d
a

ta
b

a
se

s.
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M

o
st

 o
f 
th

e
 c

o
m

m
o

n
ly

 a
va

ila
b

le
 s

e
c

u
ri

ty
 t

o
o

ls
a

re
 a

n
ti

vi
ru

s
e

s
, 

a
n

ti
-m

a
lw

a
re

, 
a

n
ti

-s
p

yw
a

re
, a

n
d

 f
ir

e
w

a
ll
s
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o
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ly
 s

o
ft

w
a

re
-b

a
s

e
d

 t
o

o
ls

a
n

d
 u

se
d

 b
y 

in
d

iv
id

u
a

ls
 o

r 
fo

r 
p

e
rs

o
n

a
l 

co
m

p
u

tin
g

 s
ys

te
m

s.
 


H

o
w

e
ve

r,
 c

o
st

lie
r 

o
p

tio
n

s 
su

ch
 a

s 
h

a
rd

w
a

re
-b

a
s

e
d

 s
ys

te
m

s
 a

n
d

 h
a

rd
w

a
re

-
s

o
ft

w
a

re
 h

yb
ri

d
 s

ys
te

m
s

su
ch

 a
s 

a
cc

e
ss

 c
o

n
tr

o
l m

e
ch

a
n

is
m

s,
 h

a
rd

w
a

re
 f
ir

e
w

a
lls

, 
a

n
d

 p
ro

xy
 s

e
rv

e
rs

 a
re

 t
h

e
 m

o
st

 o
p

te
d

-f
o

r 
se

cu
ri

ty
 m

e
a

su
re

s 
fo

r 
la

rg
e

 o
rg

a
n

iz
a

tio
n

s.
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si

g
n
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d
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ct
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S

o
m

e
 b

a
s

ic
 p

ra
c

ti
c

e
s

 o
n

 t
h

e
 c

o
m

p
u

te
r 

o
r 

o
ve

r 
n

e
tw

o
rk

s 
ca

n
 e

a
si

ly
 w

a
rd

 o
ff
نع

تم
د, 

ص
ت

m
o

st
 s

e
cu

ri
ty

 t
h

re
a

ts
. 


E

x
a

m
p

le
s

o
f 
th

e
se

 p
ra

c
ti

c
e

s
in

cl
u

d
e

 t
h

e
 f
o

llo
w

in
g

.
(i

)
C

h
o

o
s

in
g

 p
a

s
s
w

o
rd

s
 w

is
e

ly
 s

o
 t
h

a
t 
it 

is
 a

 m
ix

tu
re

 o
f 
a

lp
h

a
b

e
ts

 (
p

re
fe

ra
b

ly
, 
  
  
  
  
  
  
  
  
  
  
  

  
  
  
  
  
  
  
  
  
  
  

  
  
  
  
  
  
  
  
  
  

  
  
  
  
  
 

b
o

th
u

p
p

e
rc

a
se

 a
n

d
 lo

w
e

rc
a

se
 c

h
a

ra
ct

e
rs

),
 n

u
m

b
e

rs
, 
a

n
d

 s
p

e
ci

a
l c

h
a

ra
ct

e
rs

; 
p

a
ss

w
o

rd
s 

n
e

e
d

 t
o

 b
e

 c
h

a
n

g
e

d
 p

e
ri

o
d

ic
a

lly
.

(i
i)

A
vo

id
 s

h
a

ri
n

g
 p

a
s

s
w

o
rd

s
 o

r 
cr

e
d

e
n

tia
ls

, o
r 

st
o

ri
n

g
/r

e
co

rd
in

g
 th

e
m

 in
 a

n
 o

b
vi

o
u

s 
حة

ض
وا

,
رة

اه
ظ

m
a

n
n

e
r 

su
ch

 a
s 

o
n

 a
 p

ie
ce

 o
f 
p

a
p

e
r,

 o
r 

yo
u

r 
d

e
sk

to
p

.
(i

ii
)

K
e

e
p

in
g

 s
ys

te
m

s
 u

p
 t

o
 d

a
te

 a
n

d
 p

a
tc

h
e

d
 o

n
 t

im
e

.
(i

v)
U

s
in

g
 a

n
ti

-v
ir

u
s

, 
a

n
ti

-s
p

yw
a

re
, a

n
d

 f
ir

e
w

a
ll
s

te
n

d
 t
o

 r
e

d
u

ce
 t
h

e
 s

co
p

e
 o

f 
th

re
a

ts
.

(v
)

A
vo

id
 d

o
w

n
lo

a
d

in
g

 o
f 

s
u

s
p

ic
io

u
s

 a
tt

a
c

h
m

e
n

ts
a

n
d

 c
lic

ki
n

g
 o

n
 r

a
n

d
o

m
 li

n
k

s
 o

r 
p

a
g

e
s

.
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ty
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e
tw

o
rk
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n
d
 c

o
m

p
u
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r

sy
st

e
m

s 
w

o
rk
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o
w

a
rd

th
e
 

fo
llo

w
in

g
 t

h
re

e
g

o
a
ls

:

1
.

C
o
n
fid

e
n
tia

lit
y

ية
سر

ال

2
.

In
te

g
ri
ty

  
 

ة 
لام

لس
ا

,
هة

زا
الن

3
.

A
va

ila
b
ili

ty
فر

وا
الت


T

h
is

 is
 o

ft
e
n
 r

e
fe

rr
e
d
 t

o
 a

s 
th

e
 C

IA
tr

ia
d
.
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1
.

C
o
n
fid

e
n
tia

lit
y:

  
 

ة 
ري

لس
ا

 ,
ية

ص
صو

لخ
ا

C
o
n
fid

e
n
tia

lit
y 

p
e
rt

a
in

s 
ق

عل
تت

to
 t
h
e
 p

ro
te

c
ti

o
n

o
f 
st

o
re

d
a
n
d
 t

ra
n
sm

itt
e
d

in
fo

rm
a
tio

n
 o

ve
r 

th
e
 n

e
tw

o
rk

in
 s

u
ch

 a
 m
a
n
n
e
r

th
a
t 
th

e
 i

n
fo

rm
a
ti

o
n

 
it

s
e
lf

 i
s
 c

o
n

c
e
a
le

d
ية

خف
م

a
n
d
 p

ro
te

c
te

d
 f

ro
m

 u
n

a
u

th
o

ri
ze

d
 a

c
c
e
s
s
.


A

tt
a
c
k
s

su
ch

 a
s 

s
n

o
o

p
in

g
س

جس
الت

 
a
n
d
 t

ra
ff

ic
 a

n
a
ly

s
is

 
ور

مر
 ال

كة
حر

ل 
حلي

ت
p
o
se

 
كل

تش
a
 d

ir
e
ct

 t
h
re

a
t 
to

 t
h
e
 c

o
n
fid

e
n
tia

lit
y 

o
f 
in

fo
rm

a
tio

n
. 


A

 b
re

a
c
h

ق
خر

o
f 
c
o

n
fi

d
e
n

ti
a
li

ty
 c

a
n

 o
c
c
u

r
if 

th
e
 n

a
tu

re
 o

f 
th

e
 

in
fo

rm
a
tio

n
, 
th

e
 i

n
fo

rm
a
ti

o
n

its
e
lf,

 o
r 

th
e
 a

d
d

re
s
s

o
f 
th

e
 s

e
n

d
e
r

o
r 

re
c
e
iv

e
r

is
 r

e
v
e
a
le

d
ف 

كش
to

 a
n
 u

n
a
u

th
o

ri
ze

d
 t

h
ir

d
 p

a
rt

y.
  



S
e

cu
ri
ty

2
.

In
te

g
ri
ty

  
ة 

لام
س


T

h
e

 lo
ss

 o
f 

in
te

g
ri

ty
o

f 
a

n
y 

s
to

re
d

o
r 

tr
a

n
s

m
it

te
d

in
fo

rm
a

tio
n

 m
a

y 
a

ri
se

 d
u

e
 t
o

 
b

o
th

 in
te

n
d

e
d

 o
r 

u
n

in
te

n
d

e
d

 a
ct

io
n

s 
دة

صو
مق

ر 
غي

و 
ة أ

ود
ص

مق
ل 

عا
.أف

 


W

h
e

n
e

ve
r 

c
h

a
n

g
e

s
 a

re
 m

a
d

e
 t

o
 a

n
y 

in
fo

rm
a

ti
o

n
in

 a
 s

ys
te

m
 o

r 
n

e
tw

o
rk

 b
y 

u
n

a
u

th
o

ri
ze

d
 e

n
tit

ie
s,

 a
 b

re
a

ch
 o

f 
th

e
 s

ys
te

m
 o

r 
n

e
tw

o
rk

 in
te

g
ri

ty
 i

s
 p

re
s

u
m

e
d

 
ث

دو
 ح

ض
تر

.يفُ
 


A

tt
a

c
k

s
su

ch
 a

s 
re

p
u

d
ia

tio
n

 
ض

رف
,

ي
نف

, 
re

p
la

ys
, 
m

o
d

ifi
ca

tio
n

, 
a

n
d

 m
a

sq
u

e
ra

d
in

g
 

كر
لتن

mا
a

y 
p

o
se

 s
e

ve
re

 t
h

re
a

ts
 t
o

 t
h

e
 in

te
g

ri
ty

 o
f 
in

fo
rm

a
tio

n
. 


It

 is
 in

te
re

st
in

g
 to

 n
o

te
 t
h

a
t 
c

h
a

n
g

e
s

 in
 i
n

fo
rm

a
ti

o
n

d
u

e
 t
o

 p
o

w
e

r 
o

u
ta

g
e

s
o

r 
o

th
e

r 
n

a
tu

ra
l 
c

a
u

s
e

s
m

a
y 

a
ls

o
 b

e
 c

o
n

si
d

e
re

d
 a

 b
re

a
c

h
 o

f 
in

fo
rm

a
ti

o
n

 
in

te
g

ri
ty

.
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3
.

A
va

ila
b
ili

ty


th

e
 u

n
a
v
a
il

a
b

il
it

y
o
f 
a
n
y 

in
fo

rm
a
ti

o
n

to
 a

u
th

o
ri

ze
d

 e
n

ti
ti

e
s
 o

ve
r 

a
 

n
e
tw

o
rk

 im
p
lie

s 
ي

عن
iي

n
fr

in
g
e
m

e
n
t 
ك

ها
انت

o
f 
a
va

ila
b
ili

ty
, 

w
h
ic

h
 is

 o
n
e
 o

f 
th

e
 t
h
re

e
 m

e
m

b
e
rs

 o
f 
th

e
 C

IA
 t
ri
a
d
.


A

tt
a
c
k
s

su
ch

 a
s 

d
e
n
ia

l o
f 
se

rv
ic

e
مة 

خد
 ال

ض
رف

o
r 

d
is

tr
ib

u
te

d
 d

e
n
ia
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a
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 b
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h
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p
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a
n

sm
is

si
o

n
 o

f t
h

e
 

m
e

ss
a

g
e

, a
 m

e
s

s
a

g
e
 d

ig
e

s
t 

is
 

se
cu

re
ly

 tr
a

n
sm

itt
e
d

 to
 a

 r
e

ce
iv

e
r.


T

h
e

 m
e

ss
a

g
e

 c
a

n
 b

e
 tr

a
n

sm
itt

e
d

 
in

 a
n

y 
m

a
n

n
e

r,
 a

n
d

 o
ve

r 
a

n
y 

ch
a

n
n

e
l—

b
o

th
 s

e
cu

re
 o

r 
in

se
cu

re
.


T

h
e

 r
e

c
e

iv
e

r,
 u

p
o

n
 r

e
ce

iv
in

g
 th

is
 

m
e

ss
a

g
e

 g
e

n
e

ra
te

s 
its

 h
a

sh
 

d
ig

e
st

a
n

d
 c

o
m

p
a

re
s

it
to

 th
e

 
o

n
e

 r
e

c
e

iv
e

d
 e

a
rl

ie
r.


T

h
e

 m
e

ss
a

g
e

 is
 c

o
n

si
d

e
re

d
 

ta
m

p
e

r-
fr

e
e
 o

n
ly

 if
 b

o
th

 o
f t

h
e

se
d

ig
e

st
s 

m
a

tc
h

.



M
e

ss
a

g
e
 In

te
g

ri
ty

 a
n

d
 A

u
th

e
n

tic
ity


T

h
e

 a
u

th
e

n
tic

ity
o

f 
a

 m
e

ss
a

g
e

 (
w

h
e

th
e

r 
th

e
 s

e
n

d
e

r 
o

f 
th

e
 m

e
ss

a
g

e
 is

 t
h

e
 s

a
m

e
 

p
e

rs
o

n
 a

s 
cl

a
im

e
d

 b
y 

th
e

 m
e

ss
a

g
e

) 
is

 
e

n
su

re
d

 b
y 

u
si

n
g

 a
 p

re
-s

h
a

re
d

 k
e

y 
b

e
tw

e
e

n
 t
h

e
 s

e
n

d
e

r
a

n
d

 t
h

e
 r

e
c

e
iv

e
r.


T

h
e

 p
re

-s
h

a
re

d
 k

e
y 

is
 a

p
p

lie
d

 to
 t
h

e
 

h
a

sh
in

g
 fu

n
ct

io
n

 to
 g

e
n

e
ra

te
 a

 m
e

s
s

a
g

e
 

a
u

th
e

n
ti

c
a

ti
o

n
 c

o
d

e
 (

M
A

C
),

 w
h

ic
h

 is
 

tr
a

n
sm

itt
e

d
 a

lo
n

g
 w

ith
 t

h
e

 m
e

ss
a

g
e

.


T

h
e

 r
e

c
e

iv
e

r,
 u

p
o

n
 r

e
c

e
iv

in
g

th
e

 
m

e
ss

a
g

e
 g

e
n

e
ra

te
s 

a
n

o
th

e
r 

M
A

C
u

si
n

g
th

e
 p

re
-s

h
a

re
d

 k
e

y.


If
 t

h
is

 n
e

w
ly

 g
e

n
e

ra
te

d
 M

A
C

 m
a

tc
h

e
s 

th
e

 
o

n
e

 r
e

ce
iv

e
d

 o
ve

r 
th

e
 n

e
tw

o
rk

, 
th

e
 

a
u

th
e

n
ti

c
it

y
o

f 
th

e
 m

e
ss

a
g

e
 is

 e
n

s
u

re
d

. 



M
e

ss
a

g
e
 In

te
g

ri
ty

 a
n

d
 A

u
th

e
n

tic
ity


T

h
e
 m

a
in

 a
d

v
a
n

ta
g

e
 o

f 
th

is
 m

e
th

o
d
 is

 t
h
a
t


th

e
re

 is
 n

o
 n

e
e
d

 f
o

r 
a
 s

e
p

a
ra

te
 s

e
c
u

re
 c

h
a
n

n
e
l
fo

r 
tr

a
n
sm

itt
in

g
 

m
e
ss

a
g
e
 d

ig
e
st

s,


in

 a
d
d
iti

o
n
 t

o
 t
h
e
 f

e
a
tu

re
 o

f 
b

o
th

 i
n

te
g

ri
ty

 a
n

d
 a

u
th

e
n

ti
c
it

y 
c
h

e
c
k
 o

f 
th

e
 m

e
ss

a
g
e
.


H

o
w

e
ve

r,
 o

n
 t

h
e
 f

li
p

-s
id

e
, i

f 
th

e
 p

re
-s

h
a
re

d
 k

e
y 

is
 c

o
m

p
ro

m
is

e
d
, 
th

is
 

a
u

th
e
n

ti
c
a
ti

o
n

m
e
th

o
d
 f

a
il

s
.



D
ig

ita
l s

ig
n

a
tu

re
s


A

 d
ig

it
a

l s
ig

n
a

tu
re

is
 f
u

n
ct

io
n

a
lly

 s
im

ila
r 

to
 p

a
p

e
r-

b
a

se
d

 s
ig

n
a

tu
re

s,
 w

h
ic

h
 a

re
p

ri
m

a
ri

ly
 u

se
d

 t
o

 b
in

d
 a

 p
e

rs
o

n
/u

se
r/

si
g

n
a

to
ry

 w
ith

 t
h

e
 c

o
n

te
n

t 
o

f 
a

 m
e

ss
a

g
e

.


In

 d
ig

ita
l s

ig
n

a
tu

re
s,

 th
e

 b
in

d
in

g
 is

 v
e

ri
fia

b
le

 b
y 

th
e

 r
e

ce
iv

e
r 

o
f 
th

e
 m

e
ss

a
g

e
 o

r 
e

ve
n

 
th

ir
d

 p
a

rt
ie

s,
 a

s 
it 

m
a

in
ly

 a
u

th
e

n
tic

a
te

s 
th

e
 m

e
ss

a
g

e
.


T

h
e

 m
e

th
o

d
 o

f 
d

ig
it

a
ll

y 
s

ig
n

in
g

 a
 m

e
ss

a
g

e
 is

 a
ki

n
 t

o
 p

u
b

li
c

 k
e

y 
c

ry
p

to
g

ra
p

h
y.

 
E

a
ch

 s
ig

n
a

to
ry

 h
a

s 
a

 p
u

b
li

c
a

n
d

 a
 p

ri
va

te
ke

y.


T

h
e

 p
ri

va
te

 k
e

y 
is

 u
se

d
 f
o

r 
si

g
n

in
g

 t
h

e
 m

e
ss

a
g

e
 a

n
d

 is
 r

e
fe

rr
e

d
 t
o

 a
s 

th
e

 s
ig

n
in

g
 

k
e

y,
 w

h
e

re
a

s 
th

e
 p

u
b

li
c

 k
e

y 
is

 u
se

d
 f
o

r 
ve

ri
fy

in
g

 t
h

e
 m

e
ss

a
g

e
a

n
d

 is
 k

n
o

w
n

 a
s 

th
e

 
ve

ri
fi

e
r 

k
e

y.
 


D

ig
it

a
l s

ig
n

a
tu

re
s

 e
n

su
re

 t
h

a
t 
a

 m
e

ss
a

g
e

 c
o

m
p

lie
s 

w
ith

 t
h

e
 f
e

a
tu

re
s

o
f 

a
u

th
e

n
ti

c
it

y,
 i
n

te
g

ri
ty

, 
a

n
d

 n
o

n
-r

e
p

u
d

ia
ti

o
n

.


R

S
A

is
 a

 c
o

m
m

o
n

ly
 u

se
d

a
lg

o
ri

th
m

fo
r 

d
ig

ita
l s

ig
n

a
tu

re
s.



A
 m

e
ch

a
n

is
m

 fo
r 

d
ig

ita
l s

ig
n

in
g

 o
f 
e

le
ct

ro
n

ic
 d

o
cu

m
e

n
ts


S

u
p

p
o

se
, A

 is
 t
h

e
 s

ig
n

a
to

ry
 a

n
d

 B
 is

 a
 

ve
ri

fie
r 

a
t 
th

e
 t
w

o
 e

n
d

s 
o

f 
a

 n
e

tw
o

rk
. 
A

 
co

n
ve

rt
s 

th
e

 m
e

ss
a

g
e

 to
 b

e
 s

e
n

t 
to

 B
 

in
to

 a
 h

a
sh

 d
ig

e
st

 b
y 

p
a

ss
in

g
 it

 t
h

ro
u

g
h

 
a

 h
a

sh
 f
u

n
ct

io
n

. 
T

h
e

 h
a

sh
 d

ig
e

st
 is

 t
h

e
n

 
si

g
n

e
d

-o
n

 b
y 

A
’s

 p
ri

va
te

/s
ig

n
in

g
 k

e
y.


T

h
is

 s
ig

n
a

tu
re

 is
 t
ra

n
sm

itt
e

d
 w

ith
 t

h
e

 
d

a
ta

 t
o

 B
. 


U

p
o

n
 r

e
ce

iv
in

g
 th

is
 s

ig
n

e
d

 m
e

ss
a

g
e

, 
th

e
 v

e
ri

fie
r 

a
p

p
lie

s 
A

’s
 p

u
b

lic
 k

e
y 

o
n

 t
h

e
 

m
e

ss
a

g
e

 to
 o

b
ta

in
 th

e
 m

e
ss

a
g

e
 h

a
sh

 
d

ig
e

st
. 


B

 in
d

e
p

e
n

d
e

n
tly

 h
a

sh
e

s 
th

e
 d

a
ta

 
re

ce
iv

e
d

 w
ith

 t
h

e
 s

ig
n

a
tu

re
. I

f 
th

e
 

in
d

e
p

e
n

d
e

n
tly

 g
e

n
e

ra
te

d
 h

a
sh

 d
ig

e
st

 is
 

si
m

ila
r 

to
 t
h

e
 o

n
e

 th
a

t 
h

a
s 

b
e

e
n

 
o

b
ta

in
e

d
 b

y 
u

si
n

g
 A

’s
 p

u
b

lic
 k

e
y,

 t
h

e
 

si
g

n
a

tu
re

 o
f 
A

 is
 v

e
ri

fie
d

 b
y 

B
.



A
 m

e
ch

a
n

is
m

 fo
r 

d
ig

ita
l s

ig
n

in
g

 o
f 
e

le
ct

ro
n

ic
 d

o
cu

m
e

n
ts



D
ig

ita
l s

ig
n

a
tu

re
s


T

h
e

 a
u

th
e

n
ti

c
a

ti
o

n
 f

e
a

tu
re

 o
f 

d
ig

it
a

l s
ig

n
a

tu
re

s
 c

a
n

 b
e

 g
ro

u
p

e
d

 in
to

 t
w

o
 b

ro
a

d
 

ca
te

g
o

ri
e

s:
 

1
)

E
n

tit
y 

a
u

th
e

n
tic

a
tio

n
.

2
)

m
e

ss
a

g
e

 a
u

th
e

n
tic

a
tio

n
.


E

n
ti

ty
 a

u
th

e
n

ti
c

a
ti

o
n

is
 o

ft
e

n
 r

e
fe

rr
e

d
 t
o

 a
s 

p
e

e
r 

e
n

ti
ty

 a
u

th
e

n
ti

c
a

ti
o

n
. I

t 
is

 u
se

d
 

fo
r 

b
in

d
in

g
 a

 p
e

rs
o

n
 t
o

 a
 m

e
ss

a
g

e
. 
A

n
 e

n
tit

y 
a

u
th

e
n

tic
a

tio
n

 s
ch

e
m

e
 a

ss
u

re
s 

th
e

 
re

ce
iv

e
r 

o
f 
a

 m
e

ss
a

g
e

 a
b

o
u

t 
th

e
 s

e
n

d
e

r’
s 

p
a

rt
ic

ip
a

tio
n

 in
 g

e
n

e
ra

tin
g

 t
h

e
 m

e
ss

a
g

e
.


In

 c
o

n
tr

a
st

, m
e

s
s

a
g

e
 a

u
th

e
n

ti
c

a
ti

o
n

, w
h

ic
h

 is
 a

ls
o

 k
n

o
w

n
 a

s 
m

e
s

s
a

g
e

 o
ri

g
in

 
a

u
th

e
n

ti
c

a
ti

o
n

, i
s 

a
 m

e
a

n
s 

to
 e

n
su

re
 r

e
ce

iv
e

rs
 o

f 
a

 m
e

ss
a

g
e

 t
h

a
t 
th

e
 m

e
ss

a
g

e
 h

a
s 

n
o

t 
b

e
e

n
 t
a

m
p

e
re

d
 w

ith
 d

u
ri

n
g

 it
s 

tr
a

n
sm

is
si

o
n

 f
ro

m
 t
h

e
 s

e
n

d
e

r.
 



D
ig

ita
l s

ig
n

a
tu

re
s


D

ig
it

a
l s

ig
n

a
tu

re
s

a
re

 c
a
te

g
o
ri
ze

d
in

to
 f

o
u

r
cl

a
ss

e
s:

1
)

C
e
rt

ifi
e
d
 s

ig
n
a
tu

re
s.

 

2
)

A
p
p
ro

va
l s

ig
n
a
tu

re
s.

 

3
)

V
is

ib
le

 d
ig

ita
l s

ig
n
a
tu

re
s.

  

4
)

In
vi

si
b
le

 d
ig

ita
l s

ig
n
a
tu

re
s.



K
e

y 
M

a
n

a
g

e
m

e
n
t


K

e
y
 m

a
n

a
g

e
m

e
n

t 
is

 o
n

e
 o

f t
h

e
 m

o
st

 c
ru

ci
a

l a
sp

e
ct

s 
o

f m
o

d
e

rn
-d

a
y 

cr
yp

to
g

ra
p

h
y 

a
n

d
 d

e
a

ls
 w

ith
 

th
e

 a
d

m
in

is
tr

a
tio

n
 o

f c
ry

p
to

g
ra

p
h

ic
 k

e
ys

.


G

e
n

e
ra

ti
o

n
, d

is
tr

ib
u

ti
o

n
, s

to
ra

g
e

, s
a

fe
ty

, a
n

d
 d

is
tr

ib
u

ti
o

n
o

f 
ke

ys
 a

re
 th

e
 m

a
jo

r 
fu

n
ct

io
n

a
lit

ie
s 

o
f 

a
 k

e
y 

m
a

n
a

g
e

m
e

n
t s

ys
te

m
.


A

s 
cr

yp
to

g
ra

p
h

ic
 k

e
ys

 c
a

n
 b

e
 b

o
th

 s
y
m

m
e

tr
ic

a
s 

w
e

ll 
a

s 
a

s
y
m

m
e

tr
ic

, t
h

e
 m

a
n

a
g

e
m

e
n
t o

f t
h

e
se

 
ke

ys
 t

o
 p

ro
vi

d
e

 r
e

lia
b

le
 s

e
rv

ic
e

s 
is

 a
 v

e
ry

 c
h

a
lle

n
g

in
g
, y

e
t 

im
p

o
rt

a
n
t t

a
sk

 in
 m

o
d

e
rn

-d
a

y 
cr

yp
to

g
ra

p
h

ic
 c

o
m

m
u

n
ic

a
tio

n
s 

a
n

d
 n

e
tw

o
rk

in
g

.


T

h
e

 u
sa

b
ili

ty
 a

n
d

 e
ff
ic

ie
n

cy
 o

f a
n

y 
m

o
d

e
rn

-d
a

y 
cr

yp
to

sy
st

e
m

 a
re

 a
s 

g
o

o
d

 a
s 

th
e

 k
e

y
 m

a
n

a
g

e
m

e
n

t 
s

y
s

te
m

.


S

u
p

p
o

si
n

g
 th

a
t d

e
sp

ite
 u

si
n

g
 s

ta
te

-o
f-

th
e
-a

rt
 c

ry
p

to
g

ra
p

h
ic

 s
ys

te
m

s,
 th

e
 k

e
ys

 h
a

ve
 to

 b
e

 s
o

m
e

h
o

w
 

tr
a

n
sm

itt
e
d

 to
 th

e
 r

e
ce

iv
e

r 
o

f t
h

e
 m

e
ss

a
g

e
.


A

t 
th

is
 p

o
in

t,
 th

e
 k

e
ys

 a
re

 th
e

 m
o

st
 v

u
ln

e
ra

b
le

 to
 h

ija
ck

in
g

 o
r 

u
n

a
u

th
o

ri
ze

d
 c

a
p

tu
re

. I
f t

h
e

 k
e

y 
its

e
lf 

is
 

co
m

p
ro

m
is

e
d
, t

h
e

 la
ye

r 
o

f c
ry

p
to

g
ra

p
h

ic
 e

n
cr

yp
tio

n
 is

 a
u

to
m

a
tic

a
lly

 c
o

m
p

ro
m

is
e

d
 a

n
d

 b
re

a
ch

e
d
.



K
e

y 
M

a
n

a
g

e
m

e
n
t


A

 k
e

y
 m

a
n

a
g

e
m

e
n

t 
s

y
s

te
m

m
u

st
 b

e
 r

o
b

u
st

 e
n

o
u

g
h

to
 h

a
n

d
le

 th
e

 c
h

a
ll
e

n
g

e
s

o
f s

ca
la

b
ili

ty
, s

e
cu

ri
ty

, 
a

va
ila

b
ili

ty
, h

e
te

ro
g
e

n
e

ity
, a

n
d

 g
o

ve
rn

m
e
n

ta
lp

o
lic

ie
s.

 T
h

e
 o

ve
rv

ie
w

 o
f t

h
e

se
 c

h
a

lle
n

g
e

s 
a

re
 o

u
tli

n
e

d
 

a
s 

fo
llo

w
s:

1
.

S
c

a
la

b
il
it

y
: T

h
e

 k
e

y 
m

a
n

a
g

e
m

e
n
t s

ys
te

m
 m

u
s

t 
b

e
 a

b
le

 t
o

 s
c

a
le

 it
s

 o
p

e
ra

ti
o

n
s

 o
n

 d
e

m
a

n
d

. A
n

 
in

cr
e

a
se

 in
 th

e
 n

u
m

b
e

r 
o

f u
se

rs
 m

u
st

 b
e

 e
a

si
ly

 m
a

n
a

g
e

d
 b

y 
th

e
 s

ys
te

m
, i

n
 t
u

rn
 a

llo
w

in
g

 fo
r 

th
e

 
st

o
ra

g
e

 a
n

d
 m

a
n

a
g

e
m

e
n
t o

f a
 la

rg
e

 n
u

m
b

e
r 

o
f 
ke

ys
.

2
.

S
e

c
u

ri
ty

: T
h

e
 s

to
re

d
 k

e
y
s

 a
n

d
 c

re
d

e
n

ti
a

ls
m

u
st

 b
e

 p
ro

te
ct

e
d

 fr
o

m
 u

n
a

u
th

o
ri

ze
d

 u
se

 o
r 

a
tt
a

ck
s,

 
a

llo
w

in
g

 th
e

 c
ry

p
to

sy
st

e
m

 to
 fu

n
ct

io
n

 u
n

co
m

p
ro

m
is

e
d
.

3
.

A
va

il
a

b
il
it

y
: 

T
h

e
 k

e
ys

 a
n

d
 th

e
 m

a
n

a
g

e
m

e
n
t s

e
rv

e
rs

 m
u

s
t 

b
e

 a
c

c
e

s
s

ib
le

 b
y
 a

u
th

o
ri

ze
d

 u
s

e
rs

 a
t a

ll 
tim

e
s.

4
.

H
e

te
ro

g
e

n
e

it
y
: T

h
e

 u
se

 o
f m

u
lt

ip
le

 d
a

ta
b

a
s

e
s

, a
 v

a
ri

e
ty

 o
f 

s
ta

n
d

a
rd

s
, a

n
d

 a
p

p
li
c

a
ti

o
n

s
m

u
st

 b
e

 
su

p
p

o
rt

e
d
.

5
.

G
o

ve
rn

m
e

n
ta

l P
o

li
c

ie
s

: T
h

e
 s

ys
te

m
 m

u
st

 b
e

 r
o

b
u

st
 e

n
o

u
g

h
 to

 a
cc

o
m

m
o

d
a

te
 g

o
ve

rn
m

e
n
ta

l o
r 

in
st

itu
tio

n
a
l r

e
g

u
la

tio
n
s 

a
n

d
 p

o
lic

ie
s 

a
t v

e
ry

 s
h

o
rt

 n
o

tic
e

. T
h

is
 s

h
o

u
ld

 a
ls

o
 e

n
a

b
le

 p
o

lic
y-

d
ri

ve
n

 
m

a
n

a
g

e
m

e
n
t o

f u
se

r 
a

cc
e

ss
 a

n
d

 p
ri

va
cy

 o
f u

se
rs

ا .
جدً

ة 
ير

ص
ة ق

هل
 م

ون
ض

 غ
ي

ة ف
سي

ؤس
لم

و ا
ة أ

مي
كو

لح
ت ا

سا
سيا

وال
ح 

وائ
الل

ب 
عا

ستي
 لا

ي
كف

ا ي
بم

ياً 
قو

م 
ظا

الن
ن 

كو
ي



K
e

y 
M

a
n

a
g

e
m

e
n
t


A

 m
o

d
e

rn
-d

a
y 

k
e

y 
m

a
n

a
g

e
m

e
n

t 
s

ys
te

m
 h

a
s 

th
e

 f
o

llo
w

in
g

 b
a

s
ic

 c
o

m
p

o
n

e
n

ts
:

1
)

In
ve

n
to

ry
. 

2
)

K
e

y 
e

xc
h

a
n

g
e

. 
3

)
K

e
y 

u
se

. 
4

)
K

e
y 

st
o

ra
g

e
.


T

h
e

se
 c

o
m

p
o

n
e

n
ts

 a
n

d
 t
h

e
ir

 f
u

n
ct

io
n

a
lit

ie
s 

ca
n

 b
e

 e
n

u
m

e
ra

te
d

 a
s 

fo
llo

w
s:

i.
In

ve
n

to
ry

: 
It

 is
 r

e
sp

o
n

si
b

le
 f
o

r 
c

re
a

ti
n

g
a

n
d

 m
a

in
ta

in
in

g
a

 c
o

n
ci

se
 li

st
رة 

ص
خت

 م
مة

قائ
o

f 
a

ll 
th

e
 c

ry
p

to
 k

e
ys

, 
th

e
ir

 p
e

rm
is

si
o

n
s,

 a
cc

e
ss

 r
ig

h
ts

, 
lo

ca
tio

n
s,

 a
n

d
 u

se
r 

m
a

p
p

in
g

s.
 

T
h

e
 in

ve
n

to
ry

 is
 a

ls
o

 r
e

sp
o

n
si

b
le

 f
o

r 
m

a
n

a
g

in
g

 c
e

rt
ifi

ca
te

 li
st

s 
fr

o
m

 a
 m

u
lti

tu
d

e
 o

f 
ce

rt
ify

in
g

 a
u

th
o

ri
tie

s.
 T

h
e

 k
e

y 
in

ve
n

to
ry

 s
h

o
u

ld
 b

e
 d

e
si

g
n

e
d

 t
o

 t
a

ke
 im

m
e

d
ia

te
 

m
e

a
su

re
s 

su
ch

 a
s 

re
p

la
c

in
g

 k
e

ys
 i

n
 c

a
s

e
 o

f 
b

re
a

c
h

 o
f 

s
e

c
u

ri
ty

.



K
e

y 
M

a
n

a
g

e
m

e
n
t

ii.
K

e
y 

e
xc

h
a

n
g

e
: K

e
y 

e
xc

h
a

n
g

e
 is

 a
 c

ru
ci

a
l p

a
rt

 o
f t

h
e

 k
e

y 
m

a
n

a
g

e
m

e
n
t s

ys
te

m
 a

s 
a

n
y 

sl
ip

 u
p

طأ 
 خ

او
ل 

خل

in
 th

e
 s

e
cu

ri
ty

 o
f k

e
ys

 d
u

ri
n

g
 tr

a
n

sf
e

r 
w

o
u

ld
 c

o
m

p
ro

m
is

e
 th

e
 p

u
rp

o
se

 o
f t

h
e

 k
e

y 
m

a
n

a
g

e
m

e
n

t 
sy

st
e

m
. M

o
d

e
rn

-d
a

y 
cr

yp
to

sy
st

e
m

s 
u

se
 t

e
c

h
n

iq
u

e
s

su
ch

 a
s 

s
m

a
rt

-c
a

rd
 b

a
s

e
d

 k
e

y
 e

x
c

h
a

n
g

e
, 

e
n

c
ry

p
ti

n
g

 t
h

e
 k

e
y
 w

it
h

 a
n

o
th

e
r 

k
e

y
, e

n
c

ry
p

ti
n

g
 t

h
e

 s
y
m

m
e

tr
ic

 k
e

y
 w

it
h

 a
n

 a
s

y
m

m
e

tr
ic

 k
e

y
, 

a
n

d
 o

th
e

rs
.

ii.
K

e
y 

u
se

: T
h

e
 u

se
 o

f k
e

y-
b

a
se

d
 e

n
cr

yp
tio

n
 d

o
e

s 
n

o
t g

u
a

ra
n

te
e
 c

e
n

t p
e

rc
e

n
t d

e
fe

n
se

 a
g

a
in

st
 

a
tt
a

ck
e

rs
. T

h
e

 e
n

cr
yp

tio
n

, a
s 

m
e

n
tio

n
e

d
 p

re
vi

o
u

sl
y,

 o
n

ly
 b

u
ys

 t
h

e
 c

o
m

m
u

n
ic

a
tin

g
 p

a
rt

ie
s 

e
n

o
u

g
h
 

tim
e

 s
o

 th
a

t t
h

e
 m

e
ss

a
g

e
 b

e
co

m
e

s 
o

b
so

le
te

, c
a

u
si

n
g

 th
e

 k
e

y 
b

re
a

ki
n

g
 e

xe
rc

is
e

 to
 b

e
co

m
e

 
re

d
u

n
d

a
n

t.
 In

 m
o

st
 c

a
se

s,
 s

ym
m

e
tr

ic
 k

e
y 

cr
yp

to
sy

st
e

m
s 

ch
a

n
g

e
 th

e
 k

e
y 

a
ft
e

r 
e

a
ch

 m
e

ss
a

g
e

. T
h

is
 

fe
a

tu
re

 is
 h

ig
h

li
g

h
te

d
 b

y
 t

h
e

 k
e

y
 li

fe
ti

m
e

. I
f t

h
e

 s
a

m
e

 k
e

y
 is

 u
s

e
d

 f
o

r 
a

 v
e

ry
 l

o
n

g
 t

im
e

, t
h

e
 

c
h

a
n

c
e

s
 o

f 
a

n
 a

tt
a

c
k

e
r 

g
a

in
in

g
 a

c
c

e
s

s
 t

o
 p

e
rs

o
n

a
l e

n
c

ry
p

te
d

 c
o

m
m

u
n

ic
a

ti
o

n
 u

s
in

g
 t

h
e

s
e

 
k

e
y
s

 r
a

p
id

ly
 r

is
e

. T
h

e
 k

e
y 

m
a

n
a

g
e

m
e

n
t s

ys
te

m
s 

a
ls

o
 m

a
n

a
g

e
 th

e
 k

e
y 

lif
e

tim
e

s.



K
e

y 
M

a
n

a
g

e
m

e
n
t

iv
.

K
e
y 

st
o
ra

g
e
: 
T

h
e
 s

e
c
u

re
 s

to
ra

g
e
 o

f 
k
e
ys

 e
n
su

re
s 

th
e
 s

u
cc

e
ss

 o
f 

in
tr

u
si

o
n
-f

re
e
 c

o
m

m
u
n
ic

a
tio

n
. 
T

h
e
 d

is
tr

ib
u
te

d
 s

to
ra

g
e
 o

f 
ke

ys
 h

a
s 

va
ri
o
u
s 

se
cu

ri
ty

 m
e
ch

a
n
is

m
s 

in
 p

la
ce

 f
o
r 

u
se

r 
a
cc

e
ss

 p
a
ss

w
o
rd

s 
to

 
e
n
su

re
 n

o
 u

n
a
u

th
o

ri
ze

d
 a

c
c
e
s
s
 t

o
 t

h
e
 k

e
ys

.



In
te

rn
e

t S
e

cu
ri

ty


In

te
rn

e
t 

s
e

c
u

ri
ty

, 
a

s 
th

e
 n

a
m

e
 s

u
g

g
e

st
s,

 f
o

c
u

s
e

s
 m

o
re

 o
n

 th
e

 s
e

cu
ri

ty
 o

f 
In

te
rn

e
t 

a
cc

e
ss

e
s 

a
n

d
 d

e
vi

ce
s 

o
n

 t
h

e
 I
n

te
rn

e
t;

 it
 is

 n
o

t 
o

n
ly

 r
e

st
ri

ct
e

d
 t
o

 s
im

p
le

 n
e

tw
o

rk
s.


A

s 
th

e
 I
n

te
rn

e
t 
is

 a
 h

u
g

e
 a

n
d

 c
o

m
p

le
x 

p
la

ce
 m

a
d

e
 u

p
 o

f 
b

ill
io

n
s 

o
f 
d

e
vi

ce
s 

a
n

d
 

u
se

rs
, 
th

e
 c

h
a

n
ce

s 
o

f 
m

a
lic

io
u

s 
o

r 
ill

-i
n

te
n

d
e

d
 b

re
a

ch
 o

f 
se

cu
ri

ty
 b

e
co

m
e

s 
in

e
vi

ta
b

le
 if

 t
h

e
 I
n

te
rn

e
t 
is

 n
o

t 
se

cu
re

.


A

tt
a

ck
s 

su
ch

 a
s 

sp
yw

a
re

, 
m

a
lw

a
re

, 
T

ro
ja

n
s,

 k
e

y-
lo

g
g

e
rs

, 
vi

ru
se

s,
 w

o
rm

s,
 

ra
n

so
m

w
a

re
, 
a

n
d

 o
th

e
r 

su
ch

 a
tt

a
ck

s 
n

e
ce

ss
ita

te
s 

th
e

 p
re

se
n

ce
 o

f 
In

te
rn

e
t 
se

cu
ri

ty
.


In

 c
o

n
tr

a
st

, a
 r

e
g

u
la

r 
n

e
tw

o
rk

 m
a

y 
n

o
t 

b
e

 e
x

p
o

s
e

d
 t

o
 s

u
c

h
 a

tt
a

c
k

s
 o

r 
th

re
a

ts
.


F

o
r 

e
x

a
m

p
le

, 
a

 s
m

a
ll 

o
rg

a
n

iz
a

tio
n

a
l n

e
tw

o
rk

, 
w

h
ic

h
 is

 is
o

la
te

d
 f
ro

m
 t

h
e

 I
n

te
rn

e
t 

a
n

d
 h

a
s 

n
e

tw
o

rk
e

d
 d

e
vi

ce
s 

w
ith

in
 t
h

e
 p

u
rv

ie
w

 o
f 
its

 o
rg

a
n

iz
a

tio
n

 o
n

ly
, 

w
ill

 b
e

 f
a

ce
d

 
b

y 
a

tt
a

c
k

s
 o

n
ly

 i
f 

s
o

m
e

o
n

e
 f

ro
m

 t
h

e
 i
n

s
id

e
 in

it
ia

te
s

it;
 t
h

is
 t
yp

e
 o

f 
a

tt
a

ck
 is

 e
a

sy
 

to
 t
ra

ck
 a

n
d

 in
iti

a
te

 t
im

e
ly

 c
o

u
n

te
r-

m
e

a
su

re
s.



In
te

rn
e

t S
e

cu
ri

ty


T

h
e
 d

o
m

a
in

 o
f 

In
te

rn
e
t 

s
e
c
u

ri
ty

 m
a
in

ly
 r

e
v
o

lv
e
s
 a

ro
u

n
d

ل 
حو

ر 
دو

tت
h
e
 

th
re

e
T

C
P

/I
P

 (
tr

a
n
sm

is
si

o
n
 c

o
n
tr

o
l p

ro
to

co
l/I

n
te

rn
e
t 
p
ro

to
co

l)
 la

ye
rs

: 

1
)

N
e

tw
o

rk
 la

ye
r.

2
)

T
ra

n
sp

o
rt

 la
ye

r.

3
)

A
p

p
lic

a
tio

n
 la

ye
r.



N
e

tw
o

rk
 la

ye
r 

se
cu

ri
ty


T

h
e
 n

e
tw

o
rk

 la
ye

r 
s
e
c
u

ri
ty

 e
n
co

m
p
a
ss

e
s 

من
ض

تت
,

مل
تش

se
cu

ri
ty

 
m

e
ch

a
n
is

m
s 

a
n
d
 m

e
a
su

re
s 

b
e
tw

e
e
n
 t

w
o
 n

e
tw

o
rk

e
d
 d

e
vi

ce
s.

 


T
h
e
 d

e
vi

ce
s 

ca
n
 b

e
 n

e
tw

o
rk

e
d

 c
o

m
p

u
te

rs
, 
ro

u
te

rs
, 
s
e
rv

e
rs

, 
a
n
d
 

o
th

e
rs

.
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